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A. INTRODUCTION

Having published Part A of the HCLA White Paper on Crypto-Assets operating within the European Union on the 17th of March 
2022, we move towards the remaining aspects of MiCA1 not yet touched upon by Part A. The remaining factors to be be 
covered by this White Paper B regard the legalities and obligations of service providers dealing with crypto-assets, the general 
prevention of market abuse on the crypto-asset market, and the expanded set of powers introduced by virtue of MiCA for the 
national competent authorities designated to oversee the implementation of MiCA within their respective jurisdictions.

As of the time of publishing of this Part B of the HCLA White Paper, MiCA is undergoing the final stage of the EU's legislative 
trialogue between the European Parliament, the European Commission, and the Council of the EU. The formal deadline for 
filing an objection on the contours of MiCA by outside stakeholders has already expired on the 24th of March 2022. The 
discussions between the three legislative bodies have been arduous with negative connotations attached to the reliability of 
the Proof of Work (PoW) model tied to crypto-mining, but which has as of the March update from the European Parliament, 
been amended to reflect a progressive viewpoint of the crypto market. 

Other factors affecting the prospective amendments of MiCA tie to the EU's Taxonomy for Sustainable Finance, which 
originally entered into effect on the 12th of July 2020, but for which a recent delegated act (the "Climate Delegated Act") was 
adopted and entered into effect on the 1st of January 2022. The connection of crypto mining tied to energy consumption has 
not gone unnoticed and in consideration of the spur of high energy prices currently on the market, this is another topic of 
discussion by the parties of interest.

The recent news from the EU's legislative trialogue is positive, and the negotiating parties believe that a finalised MiCA can be 
published by the end of June 2022. The process of speeding up the legislative framework which has been on the table since 
2020 has reached a new stage of urgency in consideration of the severe negative impacts the crypto market has been 
experiencing over these past few months. Furthermore, the  2022 May collapse of TerraUSD's stablecoin wiped away billions 
of investment value as well as slicing investor appetites in half.

As such, Part A of the HCLA White Paper covered the obligations and consequences inherent to crypto-issuers. Part B will 
continue covering the role and obligations incumbent on Crypto-Asset Service Providers ('CASPs'), and the national market 
authorities overseeing the implementation of crypto-assets market operations with their respective jurisdictions.

1 Proposal for a Regulation of the European Parliament and of the Council on Markets in Crypto-Assets, and amending Directive (EU) 2019/1937 (Brussels, 24.9.2020, 
COM(2020) 593 final) 
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B. MiCA: Service Providers

Having covered the contents of MiCA in lieu of the 
issuers of crypto-assets (excl. Asset-Referenced Tokens 
(ARTs) & Electronic Money Tokens (E-MT's)), issuers 
of ARTs, and issuers of E-MTs in Part A of the 
HCLA White Paper on European Crypto-Assets, we now 
turn to the obligations incumbent upon the 
secondary market participants, namely the crypto-asset 
service providers or as they are colloquially referred to 
"CASPs". To reiterate the categories of CASPs, as 
separated in MiCA and as therefore covered in this Part B, 
we will focus on the following services:

a) [Category A: Primary Services] Consisting of (i)
ensuring the operation of a trading platform for crypto-
assets; (ii) exchanging crypto-assets against fiat
currencies that are legal tender or other crypto-assets;
and (iii) the provision of custody and administration of
crypto-assets on behalf of third parties.

b) [Category B: Ancillary Services] Consisting of (i) the
placing of crypto-assets; (ii) the reception and/or
transmission of orders for crypto-assets;  (iii) the
execution of orders for crypto assets on behalf of third
parties; and (iv) the provision of advice on crypto-
assets.

To this extent Part B of the HCLA White Paper on crypto-
assets will be separated into the following sections:

i. Authorization of Crypto-Asset Service Providers;
ii. General Obligations of Crypto-Asset Service Providers;
iii. Specific Obligations of for the Provision of Crypto-Asset

Services; (and)
iv. Acquisition of Crypto-Asset Service Providers.

Please note that as mentioned in Part A, certain regulatory 
obligations will overlap with each other in lieu of what has 
been stated for issuers of crypto-assets. As a result of this 
overlap, Part B will not go into detail vis-a-vis each 
identified obligation for crypto-asset service providers.

I. Authorization of CASPs
We begin this segment of Part B with consideration for the 
authorization requirements for CASPs. As stated in MiCA, any 
crypto-asset service shall only be provided by legal persons 
that have a registered office in a Member State of the 
European Union, and have so been duly authorized. To avoid 
confusion, any natural person who is not duly authorized to 
provide crypto-asset services, shall never use a name 
(whether corporate or not) or issue marketing 
communications that may suggest he or she is a CASP.

Akin to the authorization granted to issuers of crypto-assets, 
any authorization granted to prospective CASPs shall be valid 
throughout the entire EU and shall allow CASPs to provide 
crypto-asset services for which they have been duly 
authorized.

The key factor in providing the EU coverage by virtue of the 
operation of MiCA is that, CASPs which provide, or intend to 
provide, crypto-asset services on a cross-border basis will not 
be required to have a physical presence in a 'host Member 
State'. For the purpose of MiCA, a host Member State is the 
EU country where the crypto-asset service provider intends to 
provide its services but differs from its 'home Member State'.

Akin to the authorization granted to issuers of crypto-assets, 
only legal persons that intend to provide crypto-asset services 
can make the actual application to the competent authority 
of the home Member State for authorization (i.e., only legal 
persons have a legal basis to apply for authorization). 

The application itself must contain all mandatory 
requirements specified in Article 54(2) MiCA. Any information 
already received by the competent national authority from 
the CASP by virtue of 
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Directive 2009/110/EC, Directive 2014/65/EU, Directive 
2015/2366/EU, or any applicable national law will not have to 
be re-sent by the applicant, so long as that information is up 
to date and is accessible by the authorizing agency.

The validity of the application shall be notified to the CASP-
applicant within 25 working days of receipt. Competent 
authorities shall, within three (3) months from the date of 
receipt of a complete application decide whether to grant or 
refuse the CASP its authorization. Refusal may be given if the 
competent authority believes that, the management body of 
the applicant CASP poses a threat to its business 
management and to its intended clients, or if the applicant

fails to meet any requirement tied to it by virtue of MiCA. Any 
successful applicant shall be added to the register of CASPs 
administered by ESMA.

It is important to remember that even upon successful grant 
of an authorization to a CASP-applicant, the competent 
authorities are mandated to immediately withdraw any such 
granted authorization (i.e., it is perpetually conditional) if the 
CASP or its management body has infringed Anti-Money 
Laundering ('AML') or terrorist financing regulations, or the 
CASP-applicant has lost ancillary authorizations (e.g., as a 
payment institution or an electronic money institution.

II. General Obligations of
CASPs
The general obligations incumbent on CASPs will 
be applicable in parallel to any specific obligations that may 
be applicable, as per the respective category of crypto-
asset services (see below) provided by the CASP or intended 
to be provided by the CASP. We begin this segment of Part B 
with a crucial information disclosure obligation incumbent 
upon all CASPs that intend to provide their services in 
more than one Member State (i.e., if they intend to 
provide services outside of their 'home Member 
State'). Such CASPs shall submit the following 
information to the competent authority before they begin 
service operations:

1) A list of the Member States the CASP intends to
provide its crypto-asset services to;

2) The starting date of the terms and services of these
crypto-asset services; (and)

3) A list of all other activities provided by the crypto-asset
service provider not under the purview of MiCA.

It will be the obligation of the respective 
competent authority, once informed, to transmit the 
information within ten (10) working days of receipt to ESMA, 
EBA, and if so required, to the national competent authority 
of the home Member State. Upon having received 
notification from the competent authority that the 
submitted information was duly transmitted, the CASP will 
be authorized to provide its intended cross-border crypto 
services.

"The key factor in the authorized EU 
coverage is that, CASPs which provide, 
or intend to provide, crypto-asset 
services on a cross-border basis will not 
be required to have a physical presence 
in a ''host Member State".
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risk management, including effective control and safeguard 
arrangements for their ICT systems.

As for the records of services performed, all CASPs will have 
to arrange for their internal records to be stored for the 
respective minimum regulatory duration. This storage 
obligation will be applicable to all crypto-asset services 
provided by the CASP in relation to their clients. 
Furthermore, CASPs shall have internal procedures to 
monitor and detect market abuse issues tied to their 
services. Such issues, upon detection by the CASP, will have 
to immediately be reported to the competent authority, and 
failure to do so may result in penalties imposed in 
accordance with MiCA against the CASP.

A crucial general obligation incumbent on CASPs relate to 
the ownership rights of clients (note, it is not specified that 
the clients be issuers of crypto-assets). Any CASP which by 
virtue of the nature of its service, holds crypto-assets on 
behalf of a client, or holds the means of access to such 
crypto-assets, must have the necessary safeguards in place 
to ensure that the clients' ownership rights are not 
disturbed in any event, especially in the event of a CASP's 
insolvency.

CASPs will have to establish, and operate effective 
identification, prevention, and management policies vis-à-vis  
conflicts of interest, both potential and actual, between 
themselves, their shareholders (or directly/indirectly linked 
persons), their managers, their employees, and their clients.

An important issue to raise is that in the event where CASPs 
rely or intend to rely on third parties for the performance of 
their operational functions (i.e., choose to outsource their 
obligations), the CASPs will still be fully responsible and thus 
liable, for discharging these out-sourced obligations as per 
the wording of their granted authorization. 

As an underlying problem, CASPs are expressly prohibited 
from outsourcing in certain areas, for example, compliance 
with EU GDPR and and any pertinent data protection laws. 
Failure to do so will render the CASP liable.

To continue, the same general obligations as are applicable to 
issuers of crypto-assets are applicable de facto to the 
authorized CASP. They must act honestly, fairly, professionally 
and with the best interest of their clients in mind, and they 
shall not provide their clients with misleading information. 

CASPs will be forced to warn their prospective clients of 
risks associated with purchasing crypto-assets, and they will 
make their pricing policies publicly available, either by 
online posting on a prominent (i.e., visible) place on 
their website, or through standard correspondences with 
their clients.

The management body members of the CASP will need 
to satisfy certain criteria. They will need to be well-
regarded and capable, and any significant owners (which 
are natural persons) of the CASP will need to provide 
evidence of their proprietary rights. This information is to 
be submitted to the national competent authority so that 
it may be logged. It is also important to note that any 
information provided to the national competent authority 
will (most likely) be filtered through national, European, 
and international databases to identify whether the 
proprietary owners have been convicted of serious 
crimes. The reason for this is that in accordance with 
MiCA, none of the management body members or 
significant owners shall have been convicted of money-
laundering, terrorist financing, or other financial crimes. 
This will have the ancillary result of removing anonymity 
of owners of CASPs, and failure to comply may have 
negative connotations to the CASP authorization and may 
have consequential fines (see below). 

Another unique set of general obligations for CASPs is 
the requirement to have effective prudential safeguards 
(i.e., insurance coverage) equal to an amount of the 
permanent minimum capital requirements, or one quarter 
of the fixed overheads of the preceding year (whichever 
is the highest) of the CASP. This safeguard policy is 
extensive, and must be satisfied in accordance with any 
corollary MiCA requirements, and any ancillary accounting 
requirements as required by applicable law.

Furthermore, CASPs will have to take all reasonable 
steps to ensure a 'continuation' of authorized service 
operations. This is a direct obligation related to having 
secure service systems and possessing any 
necessary anti-hack measures as well as ICT resilience 
measures. Simultaneously, CASPs will need to have 
developed internal control mechanisms to ensure
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III. Specific Obligations for
CASPs
Keeping in mind the two different pools of services for 
crypto-assets covered by MiCA we now turn to the following 
specific obligations and pertinent rules established for each 
individual service:

a. Custody and Administration of Crypto-Assets on behalf
of Third Parties;

b. Operation of a Trading Platform for Crypto-Assets
c. Exchange of Crypto-Assets against Fiat Currency or

Crypto-Assets;
d. Execution of Orders for Crypto-Assets on behalf of Third

Parties;
e. Placing of Crypto-Assets;
f. Reception and Transmission of Orders on behalf of

Third Parties; (and)
g. Provision of Advice on Crypto-Assets

Please note that the full extent of the legal obligations are 
much broader, but for the purpose of this White Paper, 
the most salient points shall be raised.

a. Custody and Administration of
Crypto-Assets on behalf of Third
Parties

CASPs which are authorised for the custody and 
administration of crypto-assets on behalf of third parties will 
have to enter into an agreement with their clients to specify 
their duties and responsibilities, with specific inclusion of the 
following terms:

1. The identity of the Parties;
2. The nature of the services provided and a description of

that service;
3. The means of communication between the CASP and

client, including the client's authorization system;
4. A description of the security system used by the CASP;
5. Any applicable fees issued by the CASP; (and)
6. The applicable law of the agreement.

The CASPs so authorized shall keep a register of the 
positions of each client corresponding to the client's rights 
vis-a-vis the crypto-assets. Any movement instructions by 
the client will be recorded, and the CASPs must establish 
internal policies and relevant safeguards to ensure the 
safekeeping or control of their entrusted crypto-assets, or 
the means of access to such assets (e.g., cryptographic 
keys).

Perhaps the most important specific obligation incumbent 
on CASPs handling custody and administration of crypto-
assets is that they are by virtue of MiCA fully liable to their 
clients for any loss of crypto-assets which result from a 
malfunction or hack of their operations (up to the market 
value of the loss crypto-asset).

b. Operation of a Trading Platform for
Crypto-Assets

CASPs which are authorised for the operation of a trading 
platform for crypto-assets must satisfy prescribed operating 
rules for their trading platform. Out of the minimum 
obligations set forth by MiCA, one of the crucial obligations 
is that these created operating rules will prevent any 
admission to trading of crypto-assets which have in-built 
anonymisation functions, unless the holders of the crypto-
assets and their transactional history can be identified by 
the CASP, or by the competent authorities.

"Perhaps the most important specific 
obligation incumbent on CASPs is that 
they are fully liable to their clients for 
any loss of crypto-assets which result 
from a malfunction or hack of their 
operations (up to the market value of the 
lost crypto-asset."
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d. Execution of Orders for Crypto-Assets
on behalf of Third Parties

As the first of the ancillary services, CASPs authorised to 
execute orders for crypto-assets on behalf of third parties 
must take the necessary steps to obtain (when executing 
orders) the best possible result for their clients, taking into 
account all the relevant variables, unless instructed 
otherwise to the established norm by the client. Relevant 
and effective execution policies will be established by the 
CASP, and it shall provide to its clients clear information on 
their order execution policy.

e. Placing of Crypto-Assets

CASPs that are authorised for placing crypto-assets must 
communicate the following information to the issuer or any 
third party acting on their behalf, before concluding a 
binding contract:

a) The type of placement considered, including whether
a minimum amount of purchase is guaranteed or not;

b) An indication of the amount of transaction fees
associated with the service for the proposed
operation;

c) The considered timing, process, and price for the
proposed operation; (and)

d) Information about the targeted purchasers.

The general obligations pertaining to any potential conflict 
of interests incumbent on CASPs (identified above), will 
have to be expanded upon in order to prevent, monitor, 
manage and potentially disclose such conflicts of interests 
in the following situations: (i) when the CASP places the 
crypto-asset with their own clients; and (ii) the proposed 
price for placing the asset has been overestimated or 
underestimated.

CASPs so authorised will be prohibited from dealing on their 
own account on the trading platform for the crypto-assets 
they operate, even when they are authorised for the 
exchange of crypto-assets for fiat currency (or other crypto-
assets). Furthermore, CASPs so authorised shall ensure 
effective systems, procedures, and arrangements to ensure 
that their trading systems:

1. Are resilient;
2. Have sufficient capacity to ensure orderly trading under

conditions of severe market stress;
3. Are able to reject orders that exceed pre-determined

volume and price thresholds or are clearly erroneous;
4. Are fully tested to ensure that conditions (1) to (3) are

met; (and)
5. Are subject to effective business continuity

arrangements to ensure continuity of services if there is
any failure of the trading system.

Any bid and asking price submitted by the CASP on their 
trading platform must be made fully public alongside the 
depth of trading interests at the submitted prices which are 
advertised. This degree of information will be made available 
to the public during trading hours, on a continuous basis. The 
information shall be available free of charge 15 minutes after 
publication and will remain so published for at least 2 years.

c. Exchange of Crypto-Assets against Fiat
Currency or Crypto-Assets

Strangely enough the obligations incumbent on CASPs 
authorised for exchanging crypto-assets against fiat currency 
(or other crypto-assets) are not as far reaching as the earlier 
Category A crypto services. As is stated in MiCA, CASPs so 
authorised must maintain a non-discriminatory commercial 
policy, and must publish a firm price of the crypto-asset, or a 
method for determining such a price and the exchange rate 
they propose.

Similar to regular exchanges, CASPs so authorised must 
execute the client’s orders at the displayed prices at the time 
of receipt (of the order), and they shall publish the details of 
the orders and the transactions concluded by them (including 
the transaction volumes and prices.
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f. Reception and Transmission of Orders
on behalf of Third Parties

CASPs that are authorised for the provision of the reception 
and transmission of orders on behalf of third parties will 
have to establish and maintain procedures which provide for 
the prompt transmission of the client’s orders for 
execution on a trading platform, or to another CASP.

CASPs so authorised will not be allowed to receive 
any renumeration, discount, or non-monetary benefit for 
routing the clients’ orders, so received from clients to a 
particular trading platform, or to another CASP. 
Furthermore, CASPs so authorised will take steps not to 
misuse information relating to pending client’s orders. 

g. Provision of Advice on Crypto-Assets

The final ancillary service is also the most targeted in 
terms of specific obligations. CASPs authorised to 
provide advice on crypto-assets will assess their clients’ 
needs and will only recommend them assets when they 
are in the interest of the client. Necessary information 
to accomplish this general objective will need to be 
disclosed by the client. Any information so collected by 
the CASP will need to be assessed and maintained.

Failure to provide the requisite information by the client 
will trigger an obligation of the CASP to notify the client 
that they have ‘insufficient knowledge’ to continue providing 
advice to the client.

IV. Acquisition of Crypto-
Asset Service Providers
The final segment of this chapter will consider the acquisition 
prohibitions for CASPs. As it is stated in MiCA, any natural or 
legal person intending to acquire a qualifying holding in a 
crypto-asset service provider, will have to notify the 
competent national authority in writing thereof. National 
competent authorities upon so being notified, will have a 
window of time to assess the acquisition. 

As before for acquisitions of issuers, the assessing powers 
are not rubber-stamps, and the competent national 
authorities of the home Member State have the mandate 
to negate any acquisitions that do not satisfy the 
information requests by them to the acquirer and issuer 
(i.e., target).

In performing the acquisition assessments, the competent 
authorities will take into consideration, the reputation of 
the acquirer, any tied management personnel and their 
experience, the financial soundness of the acquirer, full 
compliance by the acquirer of MiCA, and upon reasonable 
grounds (following exchange of information, or lack 
thereof) whether the acquirer intends to commit money 
laundering or terrorist financing in lieu of the acquisition. 
The full list of assessment documents so requested shall 
be constructed by the EBA in close cooperation with 
ESMA.
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C. Prevention of Market Abuse

In addition to the obligation contained above, MiCA contains ancillary obligations incumbent on issuers of crypto-assets, and 
crypto-asset service providers. The prohibitions and requirements identified in this chapter of the White Paper will apply to 
acts carried out by any person vis-à-vis crypto-assets that are admitted to trading on a trading platform for crypto-assets by an 
authorised CASP, or for which a request for admission to trading is made.

Issuers of crypto-assets (but not CASPs) will disclose inside information which concerns them to the public, as soon as 
possible. ‘Inside information’ is defined as any information of a precise nature that has not been made public, relating, directly 
or indirectly, to one or more issuers of crypto-assets or to one or more crypto-assets, which, if made public, would be likely to 
have a significant effect on the prices of those crypto-assets. A caveat exists where issuers can temporarily delay such 
disclosure if the stipulated conditions in Art. 77(2) MiCA are satisfied.

An obligation incumbent on both issuers of crypto-assets, and CASPs, is the prohibition of insider dealing. No person shall use 
inside information about crypto-assets to acquire such crypto-assets, or to dispose of them, either directly or indirectly for his 
or her own account, or for the account of a third party. The same prohibitions applies to a holder of insider information that 
wishes to provide advice to induce a third party to utilize such insider information.

It is also prohibited for an issuer of crypto-assets and a CASP, that no person who possess inside information shall disclose 
such information unlawfully to any other person, except where such disclosure is authorised by virtue of law, employment, or 
professional obligations.

Finally, the largest prohibition relating to market abuse is the prohibition of market manipulation. It is stated that no person 
will attempt market manipulation, unless certain specific conditions apply which would legitimatize the transaction. The 
following behaviour is strictly considered as market manipulation, and is thereby prohibited:

1. Securing a dominant position over the supply or demand for a crypto-asset;

2. Placing orders on a trading platform for crypto-assets which have disruptive, disguising, or misleading effect for other
users of the platform; (or)

3. Abusing social media to manipulate the pricing of a crypto-asset when the influencer has an existing stake in the crypto-
asset, without making the necessary disclosures of any interest therein.

The third behaviour would in the contemporary era of TikTok, Twitter, and associated influencers, raise a few brows, 
especially 
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D. National Competent Agencies

The final chapter of this White Paper will touch upon the 
competent authorities implementing and overseeing the 
measures identified in MiCA and will seek to analyse the direct 
powers they will hold, including any applicable penalties which 
they may issue for failure to satisfy the respective MiCA 
obligations. This final chapter will be separated into the 
following sections:

a) Powers of Competent Authorities;
b) Cooperation Powers;
c) Administrative Sanctions;
d) Supervisory Responsibilities of the European Banking

Authority (EBA);
e) College of Supervisors.

Please note that as mentioned above, certain regulatory 
obligations will overlap with what has already been defined in 
lieu of the issuers of crypto-assets, and what may be analysed 
further in MiCA. As a result this White Paper will not delve into 
the details of each identified obligation.

I. Powers of Competent
Authorities
Member States shall designate the competent authorities for 
carrying out the functions and duties contained in MiCA and 
will inform the EBA and ESMA thereof. If multiple competent 
authorities are appointed by a Member State, a single point of 
contact shall be designated. In order to fulfil the MiCA 
obligations tied to the competent authorities, they shall have 
at least the following supervisory and investigative powers:

a) CASPs and their natural or legal persons with control
over them will provide  required documents;

b) Issuers of all crypto-assets and their natural or legal
persons with control over them will provide required
documents;

c) The management body of CASPs shall provide requested
information;

d) The management body of issuers of all crypto-assets
shall provide requested information;

e) To transfer existing contracts to another CASP if
authorization is withdrawn;

f) To request information from non-authorised CASPs;
g) To request information from non-authorized issuers

of E-Money tokens or ARTs;
h) To request issuers of all crypto-assets to include

additional information in their White Papers; (and)
i) To carry on-site inspection and investigations at

corporate sites where reasonable suspicion exists
that documents and other related data may be
present and would be relevant in proving
infringement of MiCA.

The following supervisory and investigative powers of 
competent authorities take the form of potential penalties 
that may be imposed on issuers, CASPs, or trading 
platforms falling under the purview of MiCA:

1) The power to suspend, or require a CASP to suspend,
the provision of their authorized crypto-asset service
where the competent authority has reasonable
grounds for believing that MiCA has been infringed;

2) The power to prohibit CASPs from providing their
services in the event that MiCA has been infringed;

3) The power to force disclosure by a CASP of material
information which may affect its provided service;

4) The power to force disclosure by an issuer of material
information which may affect the assessment of its
publicly offered crypto-asset;

5) The power to publicize information about a CASP
who is failing to comply with its obligations;

6) The power to publicize information about an issuer of
crypto-assets, or a person asking for admission to
trading, that they are failing to comply with its
obligations;

7) The power to suspend a CASP's services where they
are deemed to be detrimental to consumers'
interests;

8) The power to suspend a trading platform for crypto-
assets from trading where the issuer's situation is
deemed detrimental to the consumers' interests;

9) The power to order immediate cessation of providing
crypto-assets services without authorization.
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II. Cooperation Powers
By virtue of MiCA, competent authorities will have the 
mandate to cooperate with each other, across borders of 
the Member States, and when requested, they shall 
exchange information without undue delay vis-à-vis 
investigative, supervisory, and enforcement actions 
undertaken by any competent authority.

A competent authority may refuse such 'information' 
requests, but only under exceptional circumstances. 
Furthermore, refusal to cooperate will allow the denied 
competent authority to query either ESMA, or EBA 
(depending on the action requested) to take follow-up 
action as per their respective mandates. 

Cooperation with other relevant authorities (e.g., tax 
authorities) is also mandated, but this cooperation shall 
occur via the EBA as opposed to the respective 
competent authority.

Furthermore, the competent authorities will have the 
mandate, when necessary, to conclude cooperation 
arrangements with supervisory authorities of third 
countries (i.e., non-EU countries) concerning the 
exchange of information and/or enforcement obligations 
vis-à-vis MiCA in the third countries themselves.

10) The power to order immediate cessation of issuing ARTs
or E-Money tokens without authorization or without

           a valid White Paper;
11) The power to suspend an offer to the public of all crypto-

           assets, or an admission to trading if MiCA has been 
           infringed.

12) The power to prohibit an offer to the public of all all
crypto-assets, or an admission to trading if MiCA has
been infringed.

13) The power to suspend or require a trading platform for
crypto-assets to suspend trading of all crypto-assets if

            it is reasonably believed that MiCA has been infringed.
14) The power to prohibit trading of all crypto-assets on a

trading platform where it is trading of all crypto-assets
if it is reasonably believed that MiCA has been infringed.

15) The power to require the temporary cessation of any
practice found contrary to MiCA.

What is furthermore curious is that Article 82(6) MiCA 
contains a whistle-blower protection clause in relation to 
disclosure of the requisite information tied to the powers of 
the competent authority described above. This addition is a 
supplementary process to assist the national competent 
authorities in any investigations that they may carry out.

In tandem with the amount of information that will need to be 
transferred between competent authorities, and their 
associated roles as data processors, it is no surprise that any 
personal data within the scope of this Regulation has the 
ancillary protection of the General Data Protection Regulation 
(GDPR), and professional secrecy obligations incumbent upon 
the natural or legal persons handling that information on 
behalf of the competent authority.

In the event of disagreement of the undertaken measures by 
different competent authorities, resolution of such matters 
will rest with ESMA. However, when the measures relate to an 
issuer of ARTs or E-Money tokens, or a crypto-asset service 
related to either of these two crypto-assets, the disputing 
competent authorities shall bring the matter to the EBA for 
resolution.

Finally, the competent authorities will set up complaint 
handling procedures which will enable clients (CASPs, or 
issuers of crypto-assets, etc) and other interested parties, to 
submit complaints to the competent authorities with regards 
to alleged infringements of MiCA by issuers and CASPs.
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III. Administrative Sanctions
Without prejudice to any criminal sanctions the Member States 
may have for infringement of any of the obligations contained 
within MiCA, the Member States shall, in accordance with 
national law, provide for the competent authorities to have the 
necessary power to take appropriate ‘administrative sanctions’ 
and other administrative measures. Competent authorities when 
determining the type and level of a penalty to be imposed, shall 
take into account the extent to which the infringement is 
intentional or has resulted from negligence, and all other 
relevant circumstances.

Any decision taken under MiCA is subject to the right of appeal 
before a tribunal. The same right of appeal shall apply in respect 
of an application for authorization for a CASP which provides all 
the requisite information, but if no decision is undertaken by the 
competent authority within the six month time limit.

Furthermore, any decision imposing administrative penalties and 
other administrative measures for infringement of MiCA shall be 
published by the competent authorities on their official websites 
immediately after the person concerned has so been informed. 
This obligation to publish will not apply to investigatory 
measures. In an ancillary obligation, any issued administrative 
penalties shall be provided to ESMA and EBA who shall publish 
that information in an annual report, and in the spirit of this 
obligation, any disclosed administrative measures shall 
simultaneously be communicated to ESMA.

IV. Supervisory
Responsibilities of the
European Banking
Authority (EBA)
When an ART has been classified as 'significant', different 
degrees of the obligations contained in MiCA are 
applicable. The differentiation is that, when an ART is 
significant, the issuer of these asset referenced tokens 
(ARTs) will carry out their activities under the direct 
supervision of the EBA. However, when an issuer of an 
ART provides crypto-asset services, or issues crypto-assets 
which are not categorized as ‘significant’, such services 
and activities will remain under the default mandate of the 
competent authority of the home Member State.

Another interesting caveat to the information disclosure 
obligation, is that any information disclosed to the EBA, or 
any official or other person authorised by the EBA, which is 
subject to legal privilege, cannot be requested. Except the 
caveat of privileged information, in order to carry out its 
duties under MiCA, the EBA may by simple request or 
decision require the following persons to provide it with all 
the requisite information as per MiCA:

1) Issuers of significant ARTs, or persons controlling or
being controlled by an issuer of significant ARTs;

2) Any Third Party with which the issuers of significant
ARTs have a contractual arrangement;

3) CASPs which provide liquidity for significant ARTs;
4) Credit institutions, or CASPs ensuring custody of the

reverse assets;
5) An issuer of significant E-Money tokens, or persons

controlling or being controlled by an issuer of
significant E-Money tokens;

6) Any payment institution authorised by Art. 11 Dir.
(EU) 2015/2366, and which provides payment
services in relation to significant E-Money tokens;

7) Any natural or legal person in charge of distributing
significant E-Money tokens on behalf of the issuer;

8) Any CASP providing its services in relation to
significant ARTs or significant E-Money tokens;

9) Any trading platform for crypto-assets that has
admitted a significant ART or significant E-Money
token to trading; (and)

10)The management body of the persons referred to in
points (1) to (9).
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In tandem with its information disclosure powers identified 
above, the EBA may conduct investigations on issuers of 
significant ARTs and/or significant E-Money tokens. To this 
extent the EBA will have the following investigatory powers:

a) To examine any records, data, procedures, and any other
material relevant to the execution of its tasks irrespective
of the mediums on which they are stored;

b) To take or obtain certified copies of or extracts from such
records, data, procedures, and other material;

c) To summon and ask any issuer of significant ARTs or
significant E-Money tokens, or their management body or
staff for oral or written explanations;

d) To interview any other natural or legal person who
consents to be interviewed for the purpose of collecting
information tied to an investigation; (and)

e) To request records of telephone and data traffic.

In order to carry out its obligations under MiCA, the EBA may 
conduct all necessary on-site inspections at any business 
premises of the issuers of significant ARTs and issuers of 
significant E-money tokens.

In addition to the ‘supervisory measures’ which the EBA may 
undertake if it finds an issuer of a significant ART or E-money 
token to have infringed MiCA, it will also have the power to issue 
fines if it finds that, an issuer of significant ARTs, or an issuer of 
significant E-money tokens, has intentionally or negligently 
infringed MiCA. Furthermore, in addition to the above 
mentioned measures, the EBA, will have the mandate to impose 
period penalty payments in order to compel an infringing person 
from recurring its identified infringements.

In order for the EBA to cover its costs in relation to its 
supervisory powers, it shall be obliged to charge a fee to the 
issuers of significant ARTs and issuers of significant E-money 
tokens.

V. College of Supervisors
The college of supervisors will consist of the EBA (as 
chair), ESMA, the competent authority of the home 
Member State (where the issuer of the significant ART 
is established), the other competent authorities, the 
ECB, relevant supervisory authorities of third countries 
(if any), and respective national central banks of the 
Member States.

The college of supervisors is entrusted by MiCA to act 
as a forum of coordinated action between all the 
relevant competent authorities acting upon an 
infringement of MiCA, as well as specific obligations 
(e.g. a non-binding opinions as per Art. 100(1)) 
incumbent on the college itself.
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E. CONCLUSION

As MiCA is, at the time of writing this White Paper, in the proposal stage within the EU legislative authorities, it will have to 
weather the criticism forwarded against it by the Member States’ representatives, and most importantly by crypto-asset 
lobbyists. Despite this, MiCA sets out precisely what the Commission was mandated to do; namely to create a bottom line 
regulatory framework for specific forms of crypto assets within the EU, on the one hand, and an all-inclusive de minimus 
crypto-asset base line, on the other. MiCA has created an extensive regulatory framework where national competent 
authorities are empowered to tackle certain poignant risks posed by the issuing and trading of crypto assets, and associated 
services tied to the crypto asset market. Furthermore, it has breached the gap currently in existence by the legislative 
fragmentation ensuing as a result of the different approaches to crypto-asset regulation by interested Member States, or 
simply the lack of any significant crypto-assets legislation by Member States with a perceived low stake interest in crypto-
assets.

MiCA seeks to shine a light on the risky parts of the digital asset trend but may not completely foresee the consequences its 
harmonized regulations may do to the European market in crypto-assets. This is simply because of an assumption by the 
author that a large number of investors in crypto-assets seek to invest in crypto-assets because they stay clear from the 
traditional oversight associated in the financial services system as it is today. Creating a unified European hegemony may 
protect consumers, but it may very well drive out certain investors. It is not likely that the Commission can reap the benefits 
of both of these two worlds, but it is clear that with the inclusion of the authority to issue delegated acts to amend MiCA, in 
swimming tandem with any novel developments of the crypto asset market, it leaves itself room to maneuver in the future.
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